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Time: 3 Hours Total Marks: 100 

N.B.: (1) All Question are Compulsory. 

(2) Make Suitable Assumptions Wherever Necessary And State The Assumptions Made. 

(3) Answer To The Same Question Must Be Written Together. 

(4) Number To The Right Indicates Marks. 

(5) Draw Neat Labeled Diagrams Wherever Necessary. 

(6) Use of Non - Programmable Calculator is allowed. 


Q.l Attempt Any Two Questions: (10 Marks) 

(A) What four requirements were defined for Kerberos? (5) 

(B) Describe Transport Mode and Tunnel Mode. (5) 

(C) What is Application Level Gateway? Explain its working. (5) 

(D) Explain the Header format of MIME Messages. (5) 

Q.2 Attempt Any Three Questions: (15 Marks) 

(A) Define the following: (5) 

(i) Cryptography 

(ii) Symmetric Encipherment 

(iii) Asymmetric Encipherment 

(B) Explain the working of DES. (5) 

(C) Define Cryptosystem. Explain it with suitable diagram. (5) 

(D) What is Shift Cipher? Explain with simple example. (5) 

(E) List some of the components of Modern Block Cipher. (5) 

(F) Explain p-1 Factoring Algorithm. (5) 

Q.3 Attempt Any Three Questions: (15 Marks) 

(A) Explain "EIGamal Signature Scheme". (5) 

(B) Write a note on Digital Signature. (5) 

(C) Explain Fail-Stop Signatures in detail. (5) 

(D) Explain Blom's Scheme of Key Distribution. (5) 

(E) Write a short note on Station-To-Station Protocol. (5) 

(F) Explain Diffie-Hellman Key Exchange Algorithm. (5) 

Q.4 Attempt Any Three Questions: (15 Marks) 

(A) Define Computer Security. Explain the necessity of Computer Security. (5) 

(B) What are the problems of Computer Security Mechanism? (5) 

(C) Describe CIA T riad of Computer Security. (5) 

(D) List & explain the categories of Security Mechanism of x.800. (5) 

(E) Explain the following terms: (5) 

(i) Authentication 

(ii) Access Control 

(iii) Non-Repudiation 

(F) What are Active Attacks? Discuss various Passive Attacks. (5) 
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Q.5 Attempt Any Three Questions: (15 Marks) 

(A) Explain the General Format of PGP Message. (5) 

(B) What are three threats associated with user Authentication over a Network? (5) 

(C) Write short note on Kerberos. (5) 

(D) What are the various Web Security Protocols? (5) 

(E) What are the Operational Services of PGP? Explain any one. (5) 

(F) In S/MIME, Explain how Bob and Alice Exchange the Secret Key for Encrypting Messages. (5) 

Q.6 Attempt Any Three Questions: (15 Marks) 

(A) What are the groups of IP Security Document? (5) 

(B) What Services are provides by IPsec? (5) 

(C) Describe Anti-Relay Attack. (5) 

(D) Compare Transport Mode with Tunnel Mode of IP. (5) 

(E) Describe ESP Packet Format. (5) 

(F) What are the advantages of IP Security? (5) 

Q.7 Attempt Any Three Questions: (15 Marks) 

(A) What is DMZ? Explain the importance of DMZ. (5) 

(B) What is the context of UNIX Password Scheme? (5) 

(C) How viruses are different from Worms and Trojan Horses? (5) 

(D) What are the typical phases of operation of Virus or Worm? (5) 

(E) What are advantages and disadvantages of Application Level Gateway? How is it different from Circuit (5) 
Level Gateway and Packet Filter Firewall? 

(F) What is DOS? How DOS is different from DDOS? (5) 
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N.B.: (1) All Question are Compulsory. 

(2) Make Suitable Assumptions Wherever Necessary And State The Assumptions Made. 

(3) Answer To The Same Question Must Be Written Together. 

(4) Number To The Right Indicates Marks. 

(5) Draw Neat Labeled Diagrams Wherever Necessary. 

(6) Use of Non - Programmable Calculator is allowed. 


Q.l Attempt Any Two Questions: (10 Marks) 

(A) Explain the concept of Private and Shared Assembly. (5) 

(B) Distinguish between Abstract Class and Interface. (5) 

(C) What is Namespace? Explain System Namespace. (5) 

(D) Explain the different Keywords used for interrupting the Loops. (5) 

Q.2 Attempt Any Three Questions: (15 Marks) 

(A) What is .NET Framework? Explain in detail .NET Framework 4.0 with Diagram. (5) 

(B) What are Interfaces? Write a program to show the implementation of Multiple Interfaces. (5) 

(C) What are Sealed Classes and Sealed Methods? Why are they used? (5) 

(D) Explain the Implicit and Explicit Conversion of Data Types with examples. (5) 

(E) What are Indexers? Explain with example. (5) 

(F) Explain Write() and WriteLine() Methods with examples.. (5) 

Q.3 Attempt Any Three Questions: (15 Marks) 

(A) What are the different types of Collections in .NET? Explain. (5) 


(B) Explain Sorted, SelectedMode, MultiColumn, Selectedltem and Selectedlndex properties of ListBox (5) 
Control. 

(C) Write a windows application to open the website mu.ac.in upon click the link. Write the necessary (5) 


Events and steps required for implementation. [Hint: Use LinkLabel] 

(D) Write a short note on Properties. Name and describe any 5 basic Properties in ASP.NET. (5) 

(E) Explain Group Box, Check Box and Radio Button. (5) 

(F) What do you mean by Delegates? State its Declaration, Instantiation and Invocation Process. (5) 

Q.4 Attempt Any Three Questions: (15 Marks) 

(A) List the steps for creating Sitemap File. (5) 

(B) ExplainthedifferentDirectivessupportedbyASP.NET. (5) 

(C) Explain the use of web.config and global.asx Files in ASP.NET Application. (5) 

(D) Explain ASP.NET Page Life Cycle. (5) 

(E) What is CSS? Explain Inline and Embedded CSS. (5) 

(F) What are Selectors in CSS? Explain the four most important types of Selectors. (5) 

Q.5 Attempt Any Three Questions: (15 Marks) 

(A) ExplaintheroleofCookiesinASP.NET. (5) 

(B) ExplaintheroleofMasterPagesinASP.NET. (5) 

(C) How to Use the ASP.NET Validation Control to Validate the User Input (5) 

(D) Explain the difference between Response.RedirectQ and Server.TransferQ method in ASP.NET. (5) 

(E) Explain a syntax for creating sitemap file with suitable example. (5) 

(F) What are the three different ways to store data in the Cache Object? (5) 
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Q.6 Attempt Any Three Questions: (15 Marks) 

(A) When do you use ExecuteReader, ExecuteNonQuery, ExecuteScalar methods? (5) 

(B) What is LINQ to Objects? Explain. (5) 

(C) Explain in brief about Paging and Single Item Control. (5) 

(D) Write short note on XPath. (5) 

(E) List all the steps in order to access a database through ADO.NET. (5) 

(F) Explain type of joins in SQL Server. (5) 

Q.7 Attempt Any Three Questions: (15 Marks) 

(A) Explain the working of AJAX. (5) 

(B) What does dollar symbols ($) mean in jQuery? Explain with example. (5) 

(C) What is web service? Explain the basic steps of creating Web Service. (5) 

(D) List and explain jQuery Selectors. (5) 

(E) Explain the difference between AJAX Page Processing and Traditional Page Processing. (5) 

(F) List any five applications where AJAX is incorporated. (5) 
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N.B.: (1) All Question are Compulsory. 
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(3) Answer To The Same Question Must Be Written Together. 

(4) Number To The Right Indicates Marks. 

(5) Draw Neat Labeled Diagrams Wherever Necessary. 

(6) Use of Non - Programmable Calculator is allowed. 


Q.l Attempt Any Two Questions: (10 Marks) 

(A) Explain VV Model of Testing in brief. (5) 

(B) Explain the issues in Object Oriented Testing. (5) 

(C) State the advantages and disadvantages of Structural Testing. (5) 

(D) What is Benchmarking? What are its types? (5) 

Q.2 Attempt Any Three Questions: (15 Marks) 

(A) State and explain different Quality Factors. (5) 

(B) What is Defect? Why Software does have Defect? (5) 

(C) Differentiate between Software Quality Assurance and Software Quality Control. (5) 

(D) Explain the VV Model of Testing. (5) 

(E) State the methods or techniques of Verification. Explain any two. (5) 

(F) Explain the characteristics of Big Bang Approach. (5) 


Q.3 Attempt Any Three Questions: (15 Marks) 

(A) A rectangle program accepts four integers as lengths for four sides of length from 1 to 100, inclusively. (5) 

The output of the program is to determine whether the inputted numbers can form a rectangle, 
square or neither of these. Create a decision table for the above problem with any five rules. Provide 

a test case for each given rule. 

(B) What is Functional Testing? Explain its advantages and disadvantages. (5) 

(C) With the help of an illustrative example, explain how decision table can be used for testing. (5) 

(D) Explain Equivalence Class Testing. How does weak normal differ from strong normal form of (5) 

Equivalence Class Testing? 

(E) What is Retrospection? Explain with reference to Functional Testing. (5) 

(F) Explain decision tables with an example. (5) 


Q.4 Attempt Any Three Questions: (15 Marks) 

(A) Write a note on DD-Path Testing. 

(B) Give the significance of Structural Testing. 

(C) Write a note on Metric Based Testing. 

(D) Write a note on Du Path Test Coverage Metrics. 

(E) Explain the following generating adequate test sets for each: 

(i) Statement Coverage 

(ii) Conditional Coverage 

(F) Draw a dd-path for the following piece of code. 

1) //Program Bank Interest 

2) Dim Period As Integer 

3) Dim Age As Float 

4) Output:( "Enter the Period and Age") 

5) Input: (Period, Age) 

6) Output: ("The values entered are ", Period, Age) 

7) IF (Age <= 70) 


(5) 

(5) 

(5) 

(5) 

(5) 


(5) 
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8) THEN IF (100 <= Period < 200) 

9) THEN Output:( " Interest paid is 7%"); 

10) ELSE IF (200 <= Period <365) 

11) THEN Output:( " Interest is 8%”); 

12) ENDIF 

13) ELSE 

14) IF (100 <= Period < 200) 

15) THEN Output:( " Interest paid is 9%"); 

16) ELSE IF (200 <= Period <365) 

17) THEN Output:( " Interest is 10%"); 

18) ENDIF 

19) ENDIF 

20) END 


Q.5 Attempt Any Three Questions: (15 Marks) 

(A) State and explain different levels of testing. (5) 

(B) Explain the advantages and disadvantages of Bottom Up Approach. (5) 

(C) "Efficiency of Unit Testing affects the effectiveness of Testing Process". Discuss. (5) 

(D) Compare the objectives of Integration and Interaction Testing. (5) 

(E) Explain Acceptance Testing in detail. (5) 

(F) What is Retrospection? Explain Retrospection with respect to Unit Testing. (5) 

Q.6 Attempt Any Three Questions: (15 Marks) 

(A) Describe the feature of Object Oriented Software Testing. (5) 

(B) Explain the classes as units with respect to Object Oriented Testing. (5) 

(C) Discuss the aspect of Polymorphism and Inheritance with reference to Object Oriented Testing. (5) 

(D) What is UML? Discuss UML Support for Object Oriented Integration Testing. (5) 

(E) Explain different types of Metric-Based Testing. (5) 

(F) Describe Verification & Validation Activities during Coding in VV. (5) 

Q.7 Attempt Any Three Questions: (15 Marks) 

(A) Define the term 'Efforts' and explain the different types of Efforts. (5) 

(B) "Effectiveness of testing depends on designing good tests cases". Discuss. (5) 

(C) What is the importance of a Test Report? Describe its types. (5) 

(D) What are Test Cases? Explain its basic components with the help of example. (5) 

(E) List the steps for Test Process Improvement. (5) 

(F) Explain Test Process Improvement in the following Phases: (5) 

(i) Plan 

(ii) Do 

(iii) Check 

(iv) Act 
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Q.l Attempt Any Two Questions: (10 Marks) 

(A) What are Servlets? State the need and benefits. (5) 

(B) Explain the concept of Event Listener and also explain its types. (5) 

(C) Explain the concept of "Result" Interface. (5) 

(D) State the Intrinsic Objects in JSP and explain any two. (5) 

Q.2 Attempt Any Three Questions: (15 Marks) 

(A) How is Event Handling done in Java? (5) 

(B) What is JTree? What are Tree Nodes and Models? (5) 


(C) Write a Swing program that creates a GUI for the order form. The order form should contain the (5) 
following fields: 

Text Boxes to store Customer Name, quantity of the product and price of the same. 

Combo Box to select Product Name (From the list of products specified in the list). 

Buttons, one to submit data and another to clear the fields. 

Note: All input fields should be supported by appropriate labels. 

Event: GUI design should handle windowclosing () event. 


(D) Explain the usage of Scrollbar control in Swing. (5) 

(E) Explain JlntemalFrame with its Constructors. (5) 

(F) How to create directory like Structure in Swing? Explain with illustration. (5) 

Q.3 Attempt Any Three Questions: (15 Marks) 

(A) Explain the GenericServlet with its constructors and Methods. (5) 

(B) Write a Servlet application to accept a number from the user and display whether the number is (5) 
multiple of 3 or not. 

(C) Explain the Life Cycle of Servlet. (5) 

(D) Explain the importance of Request Dispatcher of Servlet in Inter-Servlet Communication. (5) 

(E) Write short note on HttpServlet Class. (5) 

(F) Explain the Directory Structure of Web Application for executing Servlet Application. (5) 

Q.4 Attempt Any Three Questions: (15 Marks) 

(A) Write short note Updatable Resultset. (5) 

(B) What are the different types of JDBC Drivers? Explain. (5) 

(C) What is Scrollable Resultset? Explain with example. (5) 

(D) Explain the concept of "Character Quoting Conventions" in JSP. (5) 

(E) Write a JDBC program that inserts values in Database using Prepared Statement through Keyboard (5) 
Input. [TABLE NAME: Employee. FIELDS: Empid, Name, Dept, Designation] 

(F) What are Directives in JSP? Explain its types. (5) 
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Q.5 Attempt Any Three Questions: (15 Marks) 

(A) Write short note on MVC Architecture? (5) 

(B) Write a JSF program to accept the Employee details and store them in the database. (5) 

(C) What is EJB? Explain the components of Enterprise Bean Architecture. (5) 

(D) Write a model and navigation rules to find the simple interest of a given principal, interest and terms. (5) 

(in JSF) 

(E) Explain the advantages of EJB. (5) 

(F) How JSF applications can be built, maintained and executed? (5) 

Q.6 Attempt Any Three Questions: (15 Marks) 

(A) Explain structure of hibernate.cfg.xml. (5) 

(B) Write a short on Interceptors in Struts. (5) 

(C) Enlist the Core Components of Struts and explain about the Interceptors. (5) 

(D) Explain the Architecture of Hibernate Framework in detail. (5) 

(E) Explain the importance of Mapping and show the Creation of Mapping File in Hibernate Framework. (5) 

(F) Write a short note of "Struts Framework" (5) 

Q.7 Attempt Any Three Questions: (15 Marks) 

(A) Explain structure of hibernate.cfg.xml. (5) 

(B) Write a short on Interceptors in Struts. (5) 

(C) Enlist the Core Components of Struts and explain about the Interceptors. (5) 

(D) Explain the Architecture of Hibernate Framework in detail. (5) 

(E) Explain the importance of Mapping and show the Creation of Mapping File in Hibernate Framework. (5) 

(F) Write a short note of "Struts Framework" (5) 
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Q.l Attempt Any Two Questions: (10 Marks) 

(A) Explain Smbclient, smbmount commands with suitable example. (5) 

(B) Calculate the number of subnets, subnet mask, and number of hosts for a Class C subnet with 2 bits. (5) 
Provide a tabular format of number of subnets with the following detai s: 


Network ID 

Net Mask 

Broadcast 

First IP 

Latest IP 







(C) Explain the following RPM command line options: (5) 

(i) -whatrequires capability 

(ii) -whatprovides capability 
(Hi) -requires 

(iv) -provides 

(v) —qf format_str' 


(D) Explain rpm command with five options. (5) 

Q.2 Attempt Any Three Questions: (15 Marks) 

(A) Explain the duties of System Administrators. (5) 

(B) What is the importance of rc scripts? Explain. (5) 

(C) Explain the proc virtual file system. (5) 

(D) Explain Installing & Configuring Application Software. (5) 

(E) Write a note on Backing Up & Restoring Files. (5) 

(F) Explain the init process with emphasis on rescripts. (5) 

Q.3 Attempt Any Three Questions: (15 Marks) 

(A) Explain the concept of subnetting with suitable example. (5) 

(B) Write the meaning of the following lines of /etc/exports file (5) 

/usr/local *.tyit.com(ro,sync) 

/var/spool/mail 192.168.0. l(rw) 

/opt/vpb 192.168.0.1 (rw, no_subtree_ check) 

(C) Explain the concept of Classless InterDomain Routing. (5) 

(D) What is dhep? How is it configured? (5) 

(E) How are NFS Server and Client configured? (5) 


(F) State and explain the three files that are needed to be modified on each computer in the network in (5) 
addition to configuring the network cards. 


Q.4 Attempt Any Three Questions: (15 Marks) 

(A) Write and explain the steps to configure the Time Server. (5) 

(B) Explain use of ssh, sep, sftp Services. (5) 

(C) How is xinetd configured? Explain. (5) 

(D) What are the sections of smb.conf file? Explain. (5) 

(E) What is a Caching Proxy Server? Explain squid and state the steps involved in its configuration process. (5) 

(F) Explain the smbmount and smbclient Commands of samba. (5) 
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Q.5 Attempt Any Three Questions: (15 Marks) 

(A) Explain zone files with example. (5) 

(B) Write the steps for time server configuration. (5) 

(C) What is the use of ssh, scp, sftp services. (5) 

(D) List and explain different types of domain name servers. (5) 

(E) Differentiate between IMAP4 and POP3? (5) 

(F) Write a note on the statements of the /etc/named.conf file. (5) 

Q.6 Attempt Any Three Questions: (15 Marks) 

(A) List the Mailman configuration categories. Write the purpose of any four. (5) 

(B) Write a CGI page that will display the listing of the directory /home/tyit. (5) 

(C) List and explain the common mailman Administrative Tasks. (5) 

(D) Explain in detail the usage of/etc/aliases file. (5) 

(E) Explain the <Directory> block of web configuration file. (5) 

(F) Write the purpose of any five Mailman configuration categories. (5) 

Q.7 Attempt Any Three Questions: (15 Marks) 

(A) Explain how DNS Service can be optimized? (5) 


(B) What is the use of up2date agent? Write the meaning of the Alert icon that represent state of the (5) 


update: 

(i) Blue Check Mark 

(ii) Green Double Arrows 

(iii) Red Exclamation Point 

(iv) Gray Question Mark 

(C) Explain the quotacheck Command with example. (5) 

(D) Explain with example how to create a new group? (5) 

(E) How can CGI be enabled with Apache? (5) 

(F) Explain the Password Database File /etc/passwd describing its Fields. (5) 
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